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Overview and Planning Tasks for The CCNP Exams
CCNP Exam Codes

Password Recovery on Cisco Routers

EIGRP Overview and Neighbor Relationship

Steps to add Routes to the IP Routing Table
Exchanging Topology Information

Calculating the Best Routes for the Routing Table
EIGRP Metric

Default EIGRP Interface Bandwidth and Delay

. How We Can Change Default Metric

. Tuning Interface Bandwidth and Delay

. EIGRP Feature Summary

. Manipulating EIGRP Hello and Hold Timers

. Preventing Unwanted Neighbors Using Passive Interfaces
. Controlling Neighborships Using EIGRP Authentication

. Key Chain Time-Based Logic

. Controlling Neighborships with Static Configuration

. Configuring Static EIGRP Neighbors

. Neighbor Requirements for EIGRP and OSPF

. Configuring EIGRP Metric Components (K-values)

. The Content of EIGRP Update Message

. WAN Issues for EIGRP Topology Exchange

. Split Horizon Default on Frame Relay Multipoint Sub-interfaces
. EIGRP WAN Bandwidth Control

. Offset List Configuration

. Optimizing EIGRP Convergence

. Verification of Feasible Successors

. Converging by Going Active

. The Impact of Stub Routers on Query Scope

. Parameters on the EIGRP Stub Command

. EIGRP Variance (Load Balancing Between Unequal Metrics)
. EIGRP Route Summarization and Filtering

. Filtering by Referencing ACLs

. Filtering by Referencing IP Prefix Lists

. IP Prefix List Concepts

. Filtering by Using Route Maps

. Route Summarization

. Suboptimal Forwarding with Summarization



39. Suboptimal Discarding with Summarization

40. Manual Summarization

41. Advertising Static Default Routes with EIGRP network Command
42. Advertising Static Default Routes with EIGRP redistribute Command
43. OSPF Overview and Neighbor Relationship

44. OSPF Link State Concepts

45. OSPF Feature Summary

46. OSPF Neighbors and Adjacencies on LANs

47. Enabling OSPF Neighbor Discovery on LANs

48. Settings That Must Match for OSPF Neighborship

49. Background on Designated Routers

50. Optimizing Convergence Using Hello and Dead Timers
51. Using a Unique OSPF Router-I1D

52. Using the Same IP MTU

53. OSPF Authentication

54. OSPF Neighbors and Adjacencies on WANSs

55. OSPF Network Types

56. OSPF Topology,

57. Route and Convergence

58. LSAs and the OSPF Link State Database

59. LSA Type 1: Router LSA

60. LSA Type 2: Network LSA

61. LSA Type 3: Summary LSA

62. OSPF Messages

63. OSPF Neighbor State Reference

64. Exchange with a Designated Router

65. Periodic Flooding

66. Calculating the Cost of Intra-Area Routes

67. Calculating the Cost of InterArea Routes

68. Route Filtering

69. Type 3 LSA Filtering

70. Filtering OSPF Routes Added to the Routing Table

71. Distribute-list Command

72. Configuration of Manual Summarization at ABRs

73. Default Routes and Stub Areas

74. Domain-wide Defaults Using the default-information originate Command
75. Features of default-information originate Command
76. Introducing Stubby Area Types

77.Configuration of Manual Summarization at ASBRS

78. Comparing Manual Summarization at ABR & ASBRs
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Configuring and Verifying Stubby Areas
a. Stub Area
b. Totally Stubby Area
c. Not-So-Stubby Areas (NSSA)
d. Totally NSSA
Understanding OSPF Virtual Link Concepts
Configuring OSPF Virtual Links with No Authentication
Verifying the OSPF Virtual Link
Configuring Virtual Link Authentication
Basic IGP Redistribution
Route Redistribution Basics
The Need for Route Redistribution
EIGRP redistribute Command Reference (Redistribution into EIGRP)
Baseline Configuration for EIGRP Redistribution Examples
Configuring EIGRP Redistribution with Default Metric Components
Verifying EIGRP Redistribution
Redistribution into OSPF
OSPF redistribute Command Reference (Redistribution into OSPF)
Configuring OSPF Redistribution with Minimal Parameters
Setting OSPF Metrics on Redistributed Routes
LSAs and Metrics for External Type 2 Routes
Determining the Next-Hop for Type 2 External Routes—Intra-area
Determining the Next-Hop for Type 2 External Routes—Interarea
LSAs and Metrics for External Type 2 Routes
Determining the Next-Hop for Type 2 External Routes—Interarea
Redistributing into OSPF as E1 Routes
A Brief Comparison of E1 and E2 Routes
External Routes in NSSA Areas
Advanced IGP Redistribution
Redistribution with Route Maps and Distribute Lists
Overview of Using route-maps with Redistribution
Filtering Redistributed Routes with Route Maps
Configuring Route Filtering with Redistribution
Verifying Redistribution Filtering Operations
Setting Metrics when Redistributing
Setting the External Route Type
Redistribution Filtering with the distribute-list Command
Issues with Multiple Redistribution Points
Preventing Routing Domain Loops with Administrative Distance
EIGRP Default AD Defeats Loop from EIGRP to OSPF to EIGRP
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EIGRP Default AD Defeats Loop from OSPF to EIGRP to OSPF
Setting AD per Route Source for Internal and External Routes
Domain Loop Problems with More than Two Routing Domains
Using Per-route Administrative Distance Settings
Preventing Domain Loops by Filtering on Subnet While Redistributing
Preventing Domain Loops by Filtering on route-tag Using Distribute Lists
Policy-Based Routing
Matching the Packet and Setting the Route
PBR Configuration Example
Internet Connectivity and BGP
The Basics of Internet Routing and Addressing
Public IP Address Assignment
The Impact of NAT/PAT
Introduction to BGP
BGP ASNs and the AS_SEQ Path Attribute
Internal and External BGP
Public and Private ASNs
Outbound Routing Toward the Internet
Comparing BGP and Default Routing for Enterprises
Choosing One Path over Another Using BGP
Comparing BGP and Default Routing for Enterprises
a. Single homed (1 link per ISP, 1 ISP)
b. Dual homed (2 links per ISP, 1 ISP)
c. Single multihomed (1 link per ISP, 2 ISPs)
d. Dual multihomed (2 links per ISP, 2 ISPs)
External BGP for Enterprises
eBGP Neighbor Configuration
Requirements for Forming eBGP Neighborships
Issues When Redundancy Exists Between eBGP Neighbors
eBGP Multihop Concepts
Configuring for eBGP Redundancy and Authentication
BGP Message Summary
BGP Internals and Verifying eBGP Neighbors
Administratively Controlling Neighbor Status
The BGP Update Message
Configure BGP Networks (Basic)
Configure BGP Networks (Full)
Examining the BGP Table
Viewing Subsets of the BGP Table
Displaying the Results of BGP Filtering
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Injecting Routes into BGP for Advertisement to the ISPs
Injecting Routes Using Redistribution

Internal BGP Between Internet-Connected Routers
Configuring iBGP

Understanding Next-Hop Reachability Issues with iBGP
Ensuring Routes EXxist to the Next-Hop Address

Route Filtering and Clearing BGP Peers

BGP Filtering Overview

BGP Filtering Tools

Inbound and Outbound BGP Filtering on Prefix/Length
Clearing BGP Neighbors

Displaying the Results of BGP Filtering

BGP Path Control

BGP Path Attributes and Best Path Algorithm

Overview of the BGP Best Path Algorithm

Sample Internetwork BGP Tie Break

Memorization Tip for BGP Best Path

Influencing BGP Weight

Setting the BGP Administrative Weight Using a Route Map
Setting Weight Using the neighbor weight Command

Setting the Local Preference

Sample Internetwork Used in the Local_Pref and AS_Path Length Examples
Setting the BGP Local Pref Using a Route Map

IP Routes Based on BGP Best Paths

BGP RIB Failure

BGP and the maximum-paths Command

Increasing the Length of the AS_Path Using AS_Path Prepend
MED Concepts

IPV6 Addressing

Global Route Aggregation for Efficient Routing

Conventions for Representing IPv6 Addresses

Prefix Terminology

Subnetting Global Unicast IPv6 Addresses Inside an Enterprise
Learning the Prefix/Length and Default Router with NDP Router

Advertisements
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Calculating the Interface 1D Using EUI-64

Link Local Unicast Addresses (Functions)

Multicast and Other Special IPv6 Addresses

Layer 2 Addressing Mapping and Duplicate Address Detection
Neighbor Discovery Protocol for Layer 2 Mapping
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Configuring IPv6 Addresses on Cisco Routers

IPV6 Routing ProtocolsRIP Next Generation (RIPng)
EIGRP for IPv6 EIGRP for IPv4 and IPv6—Theory and Comparisons
Configuring EIGRP for IPv6

OSPF Version 3 Comparing OSPFv2 and OSPFv3

IPv6 IGP Redistribution Differences

Redistributing without Route Maps

Redistributing with Route Maps

Static IPv6 Routes

IPV4 and IPV6 Coexistence

IPv4 and IPv6 Migration and Coexistence Concepts
IPv4/IPv6 Dual Stacks

Tunneling

Point-to-Point IPv6 Tunnels

Point-to-Multipoint IPv6 Tunnels

Summary of IPv6 Tunneling Methods

Static Point-to-Point IPv6 Tunnels

Manually Configured Tunnels Configuring and Verifying a MCT
GRE Tunnels

Point-to-Point IPv6 Tunnel Summary

Dynamic Multipoint IPv6 Tunnels

Automatic 6to4 Tunnels

Using the Automatic 6to4 Prefix for All Devices (2002::/16)
Using Global Unicasts with Automatic Tunnels

IPv6 ISATAP Tunnels

Comparing ISATAP and Automatic 6to4 Concepts
Configuring ISATAP IPv6 Tunnels

Branch Office Broadband Internet Access

VPN Configuration

Site to Site VPN Configuration

The Planning Tasks of The CCNP Exams

Perspectives on CCNP Exam Topics Related to Planning
Layer 2 Switch Operation

Transparent Bridging

Multilayer Switch Operation

Types of Multilayer Switching

Content-Addressable Memory

Ternary Content-Addressable Memory

Monitoring Switching Tables

Ethernet Concepts




230. Ethernet Port Cables and Connectors

231. Selecting Ports to Configure

232. Managing Error Conditions on a Switch Port
233. Detecting Error Conditions

234. Automatically Recover from Error Conditions
235. Troubleshooting Port Connectivity (Looking for the Port State)
236. Virtual LANs

237. VLAN Membership

238. Configuring Static VLANSs

239. Deploying VLANS

240. End-to-End VLANS

241. VLAN Frame Identification

242. Inter-Switch Link Protocol

243. IEEE 802.1Q Protocol

244. Dynamic Trunking Protocol

245. VLAN Trunk Configuration

246. Troubleshooting VLANS and Trunks

247. Summary advertisements

248. Subset advertisements

249. Advertisement requests from clients

250. Configuring a VTP Management Domain and VTP Mode
251. Configuring the VTP Version

252. VTP Pruning

253. Switch Port Aggregation with EtherChannel
254. Bundling Ports with EtherChannel

255. Distributing Traffic in EtherChannel

256. Configuring EtherChannel Load Balancing
257. Port Aggregation Protocol

258. Link Aggregation Control Protocol

259. EtherChannel Configuration

260. Troubleshooting an EtherChannel

261. IEEE 802.1D Overview

262. Preventing Loops with Spanning Tree Protocol
263. Spanning-Tree Communication: Bridge Protocol Data Units
264. Electing a Root Bridge

265. Electing Root Ports

266. Electing Designated Ports

267. STP Port States

268. STP Timers

269. Topology Changes
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Common Spanning Tree

Per-VLAN Spanning Tree

Per-VLAN Spanning Tree Plus

Root Bridge Placement

Root Bridge Configuration

Tuning the Root Path Cost

Tuning the Port ID

Modifying STP Timers

Manually Configuring STP Timers
Automatically Configuring STP Timers
Redundant Link Convergence

PortFast: Access-Layer Nodes
UplinkFast: Access-Layer Uplinks
BackboneFast: Redundant Backbone Paths
Monitoring STP

Protecting Against Unexpected BPDUs
Root Guard

BPDU Guard

Rapid Spanning Tree Protocol

RSTP Port Behavior

STP and RSTP States Comparison
Rapid Per-VLAN Spanning Tree Protocol
Multilayer Switching

Inter'VLAN Routing

Configuring InterVLAN Routing
Layer 3 Port Configuration

SVI Port Configuration

Multilayer Switching with CEF
Traditional MLS Overview
Forwarding Information Base
Configuring an 10S DHCP Server
Configuring a DHCP Relay

Enterprise Campus Network Design
Hierarchical Network Design
Predictable Network Model

Access Layer

Distribution Layer

Core Layer

Modular Network Design

Switch Block
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Switch Block Redundancy

Core Block

Collapsed Core

Dual Core

Layer 3 High Availability

Router Redundancy in Multilayer Switching
Hot Standby Router Protocol

HSRP Router Election

HSRP Authentication

Plain-Text HSRP Authentication

MD5 Authentication HSRP Authentication
Conceding the Election

HSRP Gateway Addressing

Load Balancing with HSRP

Virtual Router Redundancy Protocol
Gateway Load Balancing Protocol

Active Virtual Gateway

Enabling GLBP

Verifying Gateway Redundancy

IP Telephony

Power over Ethernet

Detecting a Powered Device

Configuring PoE

Verifying PoE

Voice VLANS

Voice VLAN Configuration

Verifying Voice VLAN Operation

Voice QoS

Best-Effort Delivery

Integrated Services Model

Differentiated Services Model

Using Auto-QoS to Simplify a Configuration
Integrating Wireless LANS

Comparing Wireless and Wired LANSs
WLAN Building Blocks

Access Point Operation

Wireless LAN Cells

WLAN Architecture: Traditional WLAN Architecture
Securing Switch Access

Port Security
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Port-Based Authentication

802.1x Configuration

Mitigating Spoofing Attacks

DHCP Snooping

IP Source Guard

Best Practices for Securing Switches
RADIUS Server Configuration
Securing with VLANS

VLAN Access Lists

Private VLANSs

Configure the Private VLANSs
Associate Ports with Private VLANS
Securing VLAN Trunks

Password Recovery on Cisco Switches



